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Abstract: With the further promotion of deep learning technology in the fields of computer vision, network security
and natural language processing, which has gradually exposed certain security risks. Existing deep learning algorithms
can not effectively describe the essential characteristics of data or its inherent causal relationship. When the algorithm
faces malicious input, it often fails to give correct judgment results. Based on the current security threats of deep learn-
ing, the adversarial example problem and its characteristics in deep learning applications were introduced, hypotheses

on the existence of adversarial examples were summarized, classic adversarial example construction methods were re-
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viewed and recent research status in different scenarios were summarized, several defense techniques in different

processes were compared, and finally the development trend of adversarial example research were forecasted.

Key words: adversarial example, deep learning, security threat, defense technology
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Figure 2 The process of constructs adversarial samples
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Figure 3 Adversarial example distribution in the blind zone hypothesis
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Figure 5 Minimum disturbance distance in a binary classification model
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